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Graph database based security protection mechanism of
5G network data flow

SU Li, LU Li, ZHANG Xing, LIU Chang
China Mobile Research Institute, Beijing 100032, China

Abstract: As the 5G mobile network is closely integrated with government, medical, financial and other industries
related to national economy and people’s livelihood, the security of the data carried by 5G network is crucial. 5G data
and flow scenarios were firstly analyzed, then 5G data was classified. Combining with the protection requirements of
the life cycle of data, an innovative 5G data security labeling model based on graph database was proposed, which
could meet the protection requirements of static classification and dynamic flow simultaneously. Based on this model,
5G data security protection mechanism was constructed from three aspects of node security, data flow monitoring and
data security risk disposal, realizing life-cycle protection of 5G data.

Key words: 5G security, data security, data flow, data category, security model
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